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Dote; 1 Harcr. 19b2 


Ul'lLL: Technology lorecast hor Coinpuier Security Kau Planning 


1 , Oujective; 

The oDjective of this effort is to ioentify and forecast 
trends in tne computer tecfinoiogies which nay have an effect on 
tt)e provision of computer security within the Intelligence Conimunity (1C). 
Empliasis snoulo ue on tfiose tecnnologies which ^re expected to have 
significant impact on coniputing within the next b - 10 years. 

These trends and tne factors controlling them will oe usea to serve as 
a basis for establishing a computer security HsU plan for the IC . 

2. Scope: 

This effort shall include a baseline technological assessment 
of the current state of the computer systems af)o computer networks 
tecnnology supporting the liitelligence Comitnunity (1C). It shall further 
ideiitity the tecnnologies wnicn are expected to have a significant 
impact on computing witnin tne It as projected over tne next 5-10 years. 
Trends in tiie tecnrioiogies and in tne assimilation and utilization of 
these technologies shall be torecast. The forecasts snail consider any 

security relevant issues and factors which ii»tluence these trenos 
in particular as they are applied to tne 1C. Based on these trends and 
tne forecast for tne next 5 - lu years, the computer security requirements 
shall be hypothesized, based on the conclusions ana observations, 
specific H&u Initiatives anu other computer security efforts may be 
recoinmenoed , 

a. Some candidate trends migrit be; 

I 

— rate of ctdvancerrents in pertinent technical capabilities; 
e.g., networking, oata management, distributed prdcessing, local area 
support, office automation, etc. 

— rate of assimilation of various technologies Into the 
1C iriventory, both through establishment of new systems and replacement 
or ennancement of existing systems. 

— rate of increased utilizatici» of and dependence on 
automated data processing and storage. 

b. Some security— relevant issues and factors which might influence 
tlie selection ana assimilation of the available and eifierging teclinologies 
into the iC might incluoe: policy restrictions on the use of the 
technology; cost of acnieving security; pianneo operational requirements; 
past investments ana bacKwaid compatioi lity ; etc. 


Page 1 . 


Approved For Release 2010/11/17 : CIA-RDP87T00623R000200070033-3 



Approved For Release 2010/11/17 : CIA-RDP87T00623R000200070033-3 


3, Specific ieclinicol equi r eii'er^ts ; 

a. perlorii. a oaseiirje tecbnolo 9 icai assessnent of tne current 
state of toe computer systems anu computer netviorKS technology 
supporting tne intelligence CouuMinity (ICI. 

D. loentity tne technologies which are expecteo to nave a significant 
impact on computing within tne 1C as projecteo over the next 5-10 years. 

c. Perform trends analyses of ttie technologies iaentified and of 
the assimilation and utilization of these technologies in the iC. 

d. Prepare a forecast# which consioers the key security relevant 
influences and drivers, of the state of the computer technologies 
utilized within the iC over the next 5-10 years. 

e. Hypothesize the computer security requirements, projected 
over the next 10 years, based on this forecast. 

f. Recommend, as appropriate, specific HkD ana other computer 
security iniatives. 


4. hilestones: 

30 April 1982 lor 2 rtOS AUAD): - 

Draft of the oaseline tecnriological assessment 
Draft Outline of final Report 

Outline of the methoos to oe applieo tor pertorir.ing tne forecast 
List of the technologies selected for the forecast 
List of tne security relevant influences and drivers 

30 June 1982 (or 4 HOo AD/.D): 


Final of the baseline teOmological assessment 
Final Outline of Final Report 

Draft trend analyses of solectea tecnnologies 
Hid effort project status review 


31 August 1982 Cor fa hOS ADAD); 


Draft preliminary forecast 

Draft prelimii^ary hypotiiesis of conputei security requirements 
First craft of Final Report 


1 October 1982 (or 8 hOS ADAD): 


Final Draft of Final Report 
final project status review 
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b. Lei i verdoles : 

^ '£j,0 various drafts aito outlines as called tor uy ti>e Milestones 

b. 1 iiiai Heport wnicn induces las a ir irii«-u;ii) : 

11 Baseline tecnnoiogical assessirent 

2) forecast iretiiods and selection criteria 

3) Trends analyses and projections 

4) hypotheses, conclusions ana recoirmencations 

c. '- biiuonthiy project status reports including accomplishments, 
problems, milestones/scnedule, funds expenditure, 

d. Briefing on final report to the members of the Computer 
Security Subcomnattee of UFIB, 

NOTE: Lelivery of final Heport due 30 ciays after completion of 
the contract. 

t. 
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